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KodeKLIX® Plug-in Required*

ADVANCED

Introduction

= This KodeKLIX® project series focuses on
the cyber security theme examining
technologies and challenges such as:

» Data transmission and networks
=« Data encryption and decryption
= Cyber attacks and counter-measures

= You will need access to multiple KodeKLIX®
SnapCPUs due the networking aspects of
these projects, and ideally work in teams.

= These topics are for Advanced Users

®
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B.

Data Networking G

= Data networking includes methods of
connecting computing devices to share

information g
s Network connections can be

wired or wireless. Protocols %
describe the rules through El EI E
which these devices communicate.

= Some networks are directly connected,
whilst some share information openly

= In shared networks data must be secured

®
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SnapCPU Network

= A network of SnapCPUs can also
communlcate between each other

These two
SnapCPUs can
both send and
receive data
between each
other.

| In this network
there is one talker
and two listeners,
with each able to
receive unique
data from the talker

In this network all listeners share the
one data wire. This saves on wire,
especially when large distances are
involves (like connecting to the
internet), but means everyone can
receive the same information unless it
is protected by code.
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Networklng SnapCPUs &

= SnapCPUs can communicate with devices
like the RFID, DM1 and DM2 displays, even
to the laptop for downloads, debug

s The easiest method of communication is
using the serial protocol known as RS232

= The RS232 protocol allows for one talker
but multiple listeners

= Separate wires are used for talking and
listening; RS232 can also be done wirelessly
with a special adaptor

®
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«? Networking Coding &

= For SnapCPUs to communicate by RS232,
the coding blocks below are used

= For communication to be effective, the
protocol details need to be consistent

= Serial speed; T4800

Or N4800 iS a gOOd CEEINE 14800 « Bl C.1 = Ris]

choice for reliable S ——
data transmission

= ASCII or not;
determlnes format ﬂ Bluetooth SnapCPU <Rxd EELES
Of the data @ receive asASCIl [ Timeout {
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serial output at QEEVIES on (SR RS

ﬂ Bluetooth SnapCPU Txd>

@ send as ASCII [ send comma [ send LF
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Understanding Examples 2%

\‘
- -\
03

= For the following SnapCPU networking
projects to work, code needs to be
downloaded to each SnapCPU individual

s Different code is needed for Talkers and

& Listeners
Code for Talker Code for Listner, add START block

¥

' serial output at on ' serial in at (0D on X
@ send as ASCII B receive as ASCII

2 - L1 | Second(s) - OR A =a - - - N1

serial output at on 0 then | ﬂ set SnapCPU20 RGB LED to
@ send as ASCII —

A3 1 ]| Second(s) -

_ ]

else [ ﬂ set SnapCPU20 RGB LED to
—

_ ]
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Completed

=540

(e Example Project 1.1
S

SnapCPU Network Connections — Direct link

= Assemble the snap components as shown
in circuit 1.1; Construct the code
below and download to talker code to the
talker SnapCPU; and listener code to the
listener SnapCPU (do this separately)

= The battery pack [70] is for powering the
circuit (or you can power with USB)

m Code for Talker

 serial output at (EEIIE
B send as ASCII

2] Second(s) -

serial output at (ZETIED on (XKD ([
B send as ASCII

3 1] Second(s) -

Circuit 1.1

**note C.4 because
of cross-over wires

Always remember to power up all SnapCPUs!
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Completed

~

«8 Example Project 1.2

Be

q_J SnapCPU Network Connections — Feedback
= Assemble the snap components as shown

in circuit 1.2; Construct the code

ey ' below and download to each SnapCPU__

Code for Listner, add START block

' serial output at QZEI[ES on il
@ send as ASCII

m waitfor IEE]' millisecond(ms) -
call Confirmation
! waitfor §) EEDIGEE

serial output at [EEIES on (0]
@ send as ASCI

o wait for l]ﬂl' millisecond(ms) -
call Confirmation

%2 M 1] Second(s)- | [ ** delay
for code
runtime

| serial in at BEEED on (5D to [0
B receive as ASCII

(%] ma .'
i: set SnapCPU20 RGB LED to

turn output Lon -
( :i: set SnapCPU20 RGB LED to
turn output (off -

**C.2 used to sent
signal back to talker

i3 Confirmation
- I 4 *%
ifinput (Z*X8 is CIE ':;glken:r ;he;ksdct).z T(or'
en | ﬂ set SnapCPU20 RGB LED to confirmarion reedbac

Feec!back signals_ ' communications:_ Circuit 1.2
In this example a simple yes/no or on/off is used.

Sending serial data gets a little more complicated as :
a listener cannot talk and listen at the same time. Always remember to power up all SnapCPUs!

else | ﬂ set SnapCPU20 RGB LED to
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Completed

¢ Example Project 1.3

SnapCPU Network Connections — Direct link x2

= Assemble the snap components as shown
in circuit 1.3; Do not forget to connect
power to all CPUs (not shown, use wires)

= Construct the code below and download
to each SnapCPU separately

m Code for Talker

| serial output at on 1]
@ send as ASCII

|

|

|

|

|

L EIT e 74800 - BN C.2 - B0 |
@ send as ASCII :
|

|

|

|

|

|

Code for Listners, add START block

' serial in at on 01 varA - |
B receive as ASCII

ORI

_ then [ set SnapCPU20 R\ LED to
q waitfor ()

serial output at (EZTES on (XE3 ([0
@ send as ASCII

serial output at on ' 5 **note C.1 and same pin
@sendasascn L used on both CPUs | ~ Listener
: : . Circuit 1.3 #1
- . **different data can be
o watfor () ﬁ sent to each Listener! ]

Always remember to power up all SnapCPUs!
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Completed

_Example Project 1.4

SnapCPU Network Connections — Shared Link x2

= Assemble the snap components as shown
in circuit 1.4; Do not forget to connect
power to all CPUs (not shown, use wires)

= Construct the code below and download
to each SnapCPU separately

m Code for Talker

| serial output at EEZIIED on
@ send as ASCII

= L ) Second(s) -

serial output at EEEIIED on CXE3 (0
B send as ASCII

Code for Listners, add START block

' serial in at (ZE00ED on T varA -
B receive as ASCII

|
l
l
|
l
l
then L. setsnfi{PUZ0RGBLED 1o [N
l
|
l
l
|
l

o wait for ' else L SPU20 RGB LED to
| **note C.2 and same pin 7
L - [ used on both CPUs | — — — — — — — Listener
Circuit 1.4 ) #1

Always remember to power up all SnapCPUs!
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. Network Data Integrity

= Network Data during transmission can
sometimes become corrupted
= The ultimate way to check data integrity is
to send the information a second time and

compare the data between transmissions
for errors; this is slow and inefficient

= WO alternate methods are:

» CHECKSUM - checking what value the data
stream ‘adds up’ to; detecting 1-bit errors

= CRC — can detect more errors than
checksum but is a more complex function

®
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Completed

=540

(o4 Example Project 1.5
S

SnapCPU Network Connections — CHECKSUM
s Circuit 1.5 is the same as circuit 1.4

= Construct the code below and download
to each SnapCPU separately

= Review the code; note pauses are used to
give the Listeners a chance to process data

Code for Talker ?Jde_For‘:'lst:rs,_add_STAF b;xk _______ a N
_ 1 ( **initialise total
set EiEd o | @ (e varB to ZERO
set (EIEEI to | [0 —_ y
!
B e —— [ |
e . .
[ ot SnapCPU20RGELED to I " serial in at (ZEER on (233 © (228 **note C.2 and | o 0 <
- 1 B receive as ASCII i Li ner
serial output at an [0 I ﬂ set SnapCPU20 RGB LED o z?‘rrgifl,:né;s;: 2
@ send asASCII T J
st CERb | o oo | I set (EERD o ~
D EEEEEE—— | ﬂ set SnapCPU20 RGB LED to ** CHECKSUM is
g wait for ml millisecond(ms | read into varC
I | serial in at (EENTE on (93 o (2 J
serial output at on varB - | I @ receive asASCII |
@ send asASCII I set (EIEd and - | **only lower 8-bits
5 set SnapCPU20 RGB LED to —
& R o] it = 97 Ll S iy
| |
e then @ so limit to 8bits! Y, Listener
a wait for l en ﬂ set SnapCPU20 RGB LED to T
- - | sendichecksim - - T Circuit 1.5 #1
else | ﬂ set SnapCPU20 RGB LED to Green only if
| (5 CHECKSUM
¢ waitlor @) values match Always remember to power up all SnapCPUs!
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Network Challenges

CRC Data checking

= CRC, or Cyclic Redundancy Checking, is a
fairly complex algorithm

= Rather than try to code the algorithm, use
the internet to read up about the different
methods used to calculate the error check
code and why CRC32 is preferred

.@% BS

Sl

https://en.wikipedia.org/wiki/Cyclic redundancy check

®
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. Data Acquisition & Statistics

= Data can be acquired from a number of
sources including:

= People, eg surveys, questionnaires, etc
= Sensors, eg machine or environmental

= Data when stored becomes valuable if
statistically analysed:
= Averages, maximum, minimum
= Modelling to predict what comes next

= Modelling to predict what is not known or
understood

®
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Data Acquisition & Statistics

= The KodeKLIX project guides provide
insights into a range of data sampling
situations and configurations

= With most of these, the data was sent to
the connected computer for analysis

= In this chapter we will extend those
project skills to allow the SnapCPU to store
and analyse this data realtime, display
results and undertake statistics

2]
o

®
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Completed

\DJ

Example Project 2.1

q"’ SnapCPU based Survey Kiosk

= Assemble the snap components as shown
in circuit 2.1

s Construct the code below and download
to the SnapCPU

E: send command to KodeKLIX Display Matrix at [SFE) **P|ot data as

E send command to KodeKLIX Display Matrix at (s¥23) a column chart

| . ifresistive_bution on [SKIED is

**Check if column is
at maximum height

hen ' increase FEZED by (1)
E : send KodeKLIX Display Matrix at PlotPoint X,Y [0-7] - n' . ' [ ]
| —

©) ifresistive_button on([E5IED is

NORI =~ - - 17 ]
then | stop this task
else if (=~ ]
then kstop this task
else if =1
then | stop this task

hen ' jncrease FEEEBbY | 6D

E ; send KodeKL X Display Matrix at PlotPoint XY [0-7] -
| -

- - ifresistive_button on CXIES is B

hen ' increase PR DY  ED |
E ; send KodeKLIX Display Matrix at PlotPoint XY [0-7] - ' -
—

else | pulse output (i@ for ENR) ms
\_ L
Circuit 2.1

S SEe O Always remember to power up all SnapCPUs and displays!
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ied Example Project 2.2

Completed

q'_,J SnapCPU based Data logger with Storage

= Assemble the snap components as shown
in circuit 2.2; Construct the code below
and download to the SnapCPU

= EXxpose the sensor to different levels of ‘

light and watch the results on the screen !

.l checkBuffer

send command to KodeKLIX Display Matrix at [FE3 ® LE 8 vars - =)

send [MEEIEECEANEE command to KodeKLIX Display Matrix at [ 0 then | ﬂ set SnapCPU20 RGB LED fo

ﬂ setSnapCPU20 RGB LED fo stop this task

| read analogue (B to **do not overflow buffer ]
write to EEPROM 0 [EIRS
set (ETN to (32) ** scale reading
! 0-255 into 0-7
s vara - LNl o oA - | range, then map
1 to screen row
increase by  ED

** scrolling realtime
display, new data at
send command fo KodeKLIX Display Matrix at (SF8 right edge of screen

- Circuit 2.2
send KodeKLIX Display Matrix at SetPixel R.C[1-8] - B E

call checkBuffer Always remember o power up all SnapCPUs and displays!
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e¢ Data Challenges

Multi-Function DATA RECORDER* My

= Combine circuits 2.1 and 2.2 to produce a
tool which uses the three buttons to start,
stop and replay ambient brightness data
measured by the Light Sensor [16]

»« Upgrade the tool to record light data over
a 12hr daytime duration

= Modify the code to plot temperature using
Thermistor [33T] over a 24hour period

®
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Data Compression #1

= In today’s world data is everywhere; so
much data that the internet would grind to
a halt if it wasn’t for Data Compression

= Consider streaming a movie from the
internet; the amount of data per picture,
the number of pictures per second, the
number of seconds in a movie

= In this chapter we will examine a simple
movie streaming protocol and how
compression helps reduce the amount of
data that needs to be transmitted

®
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. First, create your movie =[3:

= Using the KodeKLIX Wizard a movie
animation of up to 32 frames (screens)
can be created for playback

= For our streaming demonstration, it will be
best if your images
include some blank
rows like show

= Our compression
algorithm ‘crunches’
these blank rows
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_Next, test your movie

= Using the KodeKLIX Wizard the movie can
be tested and the data copied for use in

your BLOCKLY program

" KodeKLIX Wizard -
2 - R il R ——

(c) COPLIY

ra
o
-y
o
(=3
-1

______ [ Agd |[ pel |[spriesos -

Copy Cut SpriteS00
te I

‘a5

i

5l G S 0SS NN Il
|| (| (B s
o
I o ||z
4

|| &
il
HEEEEEEEN -

Bl

I | | | | I |
- o o 4 w e e =}

Set this to ‘0’

Copy HEX

Copy EEPROM
Copy TABLE

Display Type
Text 8x2

B &

$10,510,538,554,$7C.§7C $28.$6C

S

“\Program Files\KodeKLI\KodeKLI for STEM\projectsiled_8x8_aliens.lcd

Copy all of
your movie
data
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Sprites 0-39 30 items added

N

.
[o]
g
=

Frame Animatigs

Delay (ms): 100

Clear

-

Your movie
sequence

This button
will animate
all of your
movie frames

Challenge: a sample
movie for the next
exercise has been
provided, however
why don't you try
making your own
movie? Remember to
include lots of blank
rows to see the
compression
algorithm at work
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Completed

é

g Example Project 3.1a

q'_,J SnapCPU uncompressed movie streamer

= Assemble the snap components as shown
in circuit 3.1

s Construct the code below and download
to the “broadcaster” SnapCPU

set SnapCPU20 RGB LED to

**only some of the
data is visible, rest of
it on the next page

tECo EEPROM @, ($A9, %A1, SE9,$AS,$A0,500,500,500) "Spritesee
EEPROM 8, (%@e,%ee,$A0,$80,%9F,$95,%00,%00) *
EEPROM 16, ($@e,%ee,%$e0,$00,$82,%82,%0B,5DB) *

¢ wait for ** RBG LED shows when sending data

=i s S ! **each of the 256 data ]

bytes are sent sequentially

| read VIZERE from EEPROM 0/ EEL%D

sefial output at (00D on (XD (= i ]
@ send asASCII

increase (ZTRA by '€ |

**data sent serially byte-by-byte ]

How many data bytes sent? Circuit 3.1

varD keeps track of this, use DEBUG Always remember to power up all SnapCPUs and displays!
to see the result.
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Completed

Example Project 3.1a

\-

EEPROM 0, ($A9,$A1,$E9,$A8,$A9,$00,$00,$00) 'Sprite$00 Storing Lots of Data

EEPROM 8, ($00,$00,$A0,$80,$9F,$95,$00,$00) 'Sprite$01 The SnapCPU has different ways it can store
EEPROM 16, ($00,$00,$00,$00,$82,$82,$DB,$DB) 'Sprite$02 data. Variables are one way.

EEPROM 24, ($00,$00,$00,$00,$00,$00,$00,$00) 'Sprite$03

EEPROM 32, ($10,$10,$38,$54,$7C,$7C,$28,$6C) 'Sprite$00 When it comes to large amounts of data, this
EEPROM 40, ($00,$00,$38,$54,$7C,$7C,$28,$6C) 'Sprite$00 needs to be stored in special memory call
EEPROM 48, ($00,$44,$38,$54,$7C,$7C,$28,$6C) 'Sprite$00 EEPROM (can be read and written) or TABLE
EEPROM 56, ($00,$00,$38,$54,$7C,$7C,$28,$6C) 'Sprite$00 (read only). This data is stored sequentially
EEPROM 64, ($00,$00,$00,$7C,$54,$7C,$28,$6C) 'Sprite$00 byte-by-bye and is accessed using an ‘index’.
EEPROM 72, ($00,$00,$00,$3E,$2A,$3E,$14,$36) 'Sprite$00

EEPROM 80, ($00,$00,$00,$1F,$15,$1F,$0A,$1B) 'Sprite$00 . :
EEPROM 88, ($00,$00,$00,$3E,$2A,$3E,$14,$36) 'Sprite$00
EEPROM 96, ($00,$00,$00,$7C,$54,$7C,$28,$6C) 'Sprite$00 : '

EEPROM 104, ($00,$00,$00,$F8,$A8,$F8,$50,$D8) 'Sprite$00
EEPROM 112, ($00,$00,$00,$7C,$54,$7C,$28,$6C) 'Sprite$00 ; ;
EEPROM 120, ($00,$00,$00,$00,$7C,$54,$7C,$EE) 'Sprite$00 write | to EEPROM [ [1}
EEPROM 128, ($00,$00,$00,$00,$3C,$5A,$7E,$E7) 'Sprite$00 : :
EEPROM 136, ($00,$00,$00,$00,$00,$7E,$BB,$E7) 'Sprite$00

EEPROM 144, ($00,$00,$00,$00,$00,$3C,$5A, $FF) 'Sprite$00 _ _
EEPROM 152, ($00,$00,$00,$00,$00,$00,$FF,$FF) 'Sprite$00 Sprites 0-39 30 tems added
EEPROM 160, ($00,$00,$00,$00,$00,$00,$00,$FF) 'Sprite$00
EEPROM 168, ($00,$00,$00,$00,$00,$00,$00,$00) 'Sprite$15
EEPROM 176, ($00,$00,$00,$00,$00,$00,$00,$10) 'Sprite$00
EEPROM 184, ($00,$00,$00,$00,$00,$00,$10,$10) 'Sprite$00
EEPROM 192, ($00,$00,$00,$00,$00,$10,$10,$38) 'Sprite$00
EEPROM 200, ($00,$00,$00,$00,$10,$10,$38,$54) 'Sprite$00
EEPROM 208, ($00,$00,$00,$10,$10,$38,$54,$7C) 'Sprite$00
EEPROM 216, ($00,$00,$00,$10,$10,$38,$54,$7C) 'Sprite$00
EEPROM 224, ($00,$00,$10,$10,$38,$54,$7C,$7C) 'Sprite$00
EEPROM 232, ($00,$10,$10,$38,$54,$7C,$7C,$28) 'Sprite$00
EEPROM 240, ($10,$10,$38,$54,$7C,$7C,$28,$6C) 'Sprite$00
EEPROM 248, ($10,$38,$54,$7C,$54,$44,$38,$6C) 'Sprite$00
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Completed

Example Project 3.1b

c;_,: SnapCPU uncompressed Movie Viewer

= Assemble the snap components as shown in circuit 3.1

= Construct the code below and download to the “player” SnapCPU
L0 Playovie ]

; send command to KodeKLIX Display Matrix at [5#E8

; send [EEEEACEENNENES command to KodeKLIX Display Matrix at[BFIE

wiite 3'FECRE fo EEPRO)

varD is number of

increase EETES by ﬂ'
Y

call PlayMovie

data bytes received

**each of the 256 data bytes
are received sequentially

**note this byte must be
sent as an ASCII code

ﬂ set SnapCPU20 RGB LED to % *"RGB green when playing ]

set (EICH to
set (LA o

read from EEPROM | EEIEED
' serial il M4800 - LLEC.2 - £

' serial output at (CEEINES on VaE -

KobelLIX" o copLn 2017-2025 www.kodeklix.com

(varC - i+~ I 1

B send asASCIl

i send asASCI to the screen
send as

Code sends #D
. send as ASCII then row
serial output at [{EEIES on Ivam - | number then
@ send asAsSCII dGTG, with a

. small pause
pausefor FEl ms

**special way ‘ro\
' serial output at G on o send the data

)

ﬁ **pause between frames ]
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Data Compression #2

= Our movie streaming data compression
algorithm is compacts the number of
zeros transmitted using this logic:

» If data is not zero, send it
= If data is zero, then

.@% Be

Algorithm and

= Send zero followed by compression ratio:

= Number of zeros in a row If only one zero in
series is detect, two
- B data bytes are sent,
________ but if three or more

ing 1> R TIO | oeconding L IZ| Zeros in series are

........ Playback detect only two bytes
| Sound gy thus reducing the size
of the data stream.

®
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Example Project 3.2a

q'_,J SnapCPU compressed movie streamer

= Assemble the snap components as shown
in project circuit 3.1, previously

s Construct the code below and download
to the “broadcaster” SnapCPU

=EL el EEPROM @, ($A9,3A1,5E9,5A8,%A9,%00,100,%00) 'Sprite$eo
EEPROM B, ($08,380,5A0,%80,%0F,%05,%00,%00) '
EEPROM 16, ($8@,30e,%00,%00,%82,%82,5D6,3D8) '

\>

% T ,“:

™ CompressZeros |
| set (o @

increase by | D

ﬂ setSnapCPU20 RGB LED to

- : [ **same movie as before
g Wwaitfor

ﬂ set SnapCPU20 RGB LED to

E E **each of the 256 data ]

[ from EEPROM bytes are read for sending

serial cutput at (ZEDDED on 50 (2D
B send asASCIIl

increase by | B

BN vars - = - 10
then Liall CompressZeros

) send as ASCII

@ send as ASCII

increase by
—

**data byte sent serially ]

serial output at [FZEIES on (KD

Completed

How many data bytes sent?
varD keeps track of this, use
DEBUG to see the result. If there
are a lot of sequential zeros, varD
will be much less than 256.

**if data byte was zero,
count how many zeros in a
row by checking the data
byte that comes next

read from EEPROM
BRI vars - Il = - 10

fhen ' increase EET=RD by (1}

**send count

serial output at [FEEIES on (KD

wait for decompression code

**player CPU will need time
| to decompress the data

]

**send next bye
(hon-zero)

_ setSnapCPU20 RGB LED to

KobelLIX" o copLn 2017-2025 www.kodeklix.com
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Data De-Compression

= Our movie player code needs to know how
to de-compress the data before displaying

= De-compression is the opposite of
compression, or unpacking of data

= The logic for the algorithm is like this:
« If @ non-zero is received, save it

= If a zero is received
= Read the count data that follows
=« Save count number of zeros in a row

= Loop back to read next item or stop

®
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Completed

\DJ

¢ Example Project 3.2b

q"’ SnapCPU compressed Movie Viewer
= Assemble the snap components as shown in circuit 3.1

= Construct the code below and download to the “player” SnapCPU
Y FiayMovie

send command to KodeKLIX Display Matrix at /] ﬂ set SnapCPU20 RGB LED to

send [MEEENEEINELES command to KodeKLIX Display Matrix at /]

" serial in at [EENIED on FKIE

to
[ serial in at [FEEIIES on o

B receive as ASCII

== R

B receive as ASCII

set SnapCPU20 RGB LED to
set (D o gl

increase by

increase by n'

(] ¢ (= - IN0] **zero
received,
so get
count

read from EEPROM

serial output at [EEENES on "B
B send asASCIl
serial output at (TN on @)
B send asASCIl
serial output at on .
- ¥ send asASCII
serial output at on .
== | varD is number of @ send asASCll

debu data bytes received to fill buffer A to 256 -
g pause for 20 By

: How many data bytes sent?
varD keeps track of this, use
— DEBUG to see the result. If there [
are a lot of sequential zeros, varD
will be much less than 256.

write ([} to EEPROM

then | call DecompressZeros

- debu
L g

increase FEILES by I]'
else | \wite o §EEE to EEPROM
increase [EILEA by | D

**loop for count and
fill buffer with zeros

**same player procedure code
as before in project 3.1b

KobelLIX" o copLn 2017-2025 www.kodeklix.com Page 29




Multi-CODEC Movie Player

= For the circuit in 3.1, update the code to
automatically detect what format the movie
is (uncompressed or compressed) and
run the correct code procedure

More Data Challenges

= For your movie, work out what is the next
most popular sequential data byte and
make a codec that compresses two values

®
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= Data encryption is a means of translating
data into another form, or code

= This make the data secure so only people
with access to a secret key (formally called
a decryption key) or password can read it

= There are lots of encryption standards,
often referred to by the number of bits, eg
8bit, 64bit, 128Dbit, etc
= The more bits, the more secure the code is

Data Encryption

®
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Example Project 4.1a

(:": Transmitting a Data Token (direct connect)

=  Assemble the snap components as shown in
circuit 4.1; remember to connect +/- power to
each SnapCPU

s Construct the code below and download
to the “Talker” SnapCPU

m Code for the “Listeners” is on the
next page

**variable renamed ]

== 8 DataToken ~ R0] .

**secret “token" ]

serial output at [ZENES on [ DataToken -
B send as ASCII

serial output at on DataToken -
B send as ASCII

serial output at on DataToken -
B send as ASCII

secured by “direct connection” approach

KODEKLIX © COPLIN 2017-2025 www.kodeklix.com

Completed

Circuit 4.1

Listener '
#2

wn

=

=
-

Listener ¢«
#1 8

**token is sent by separate wires, so ] Always remember to power up all SnapCPUs!
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Completed

_Example Project 4.1b

Receiving a Data Token (direct connect)

= Construct the code below and download
to each of the “Listeners”, one at a time

Note: that since all “Listeners” receive their
data from connection C.1, all get the same code

= When powered up, all 3 “Listener” |
LEDs should glow green

Listener
**variable renamed #2

wn

=

=
-

=i ExpectedToken ~ RG] -

**secret “token" ]

T4 14800 -
B receive as ASCII

CIFRE pectedioken - B = - 1M vart - §

Listener ¢«
#1 8

then E set SnapCPU20 RGB LED to

Circuit 4.1
else set SnapCPU20 RGB LED to data is the same as the
i expected token

**green of received

Always remember to power up all SnapCPUs!

]
KopelL X" © copLn 2017-2025 www.kodeklix.com Page 33




Completed

g

<

228 Example Project 4.2a

(:": Transmitting a Data Token (8bit XOR encryption)

= Assemble the snap components as shown in =0
circuit 4.2; remember to connect +/- power to
each SnapCPU

s Construct the code below and download
to the “Talker” SnapCPU

start

Encription Key is simply the connection number

eg C.1 key is 1, C.2 is 2, C.4 is 4 Listener

#2

=8 DataToken -~ 0] _

wn

=

=
-

set (EIERS to DataToken - l | XOr l

serial output at on [varB - | unique encryption
key for Listener #1
B send as ASCI )
. " | ™
set (IR to | DataToken - } xor - **unique encryption
—_— key for Listener #2
serial output at on | varB - | J -
e Listener ¢«
S \ #1 8

Circuit 4.2

: ' 7 K% i i
set FE:ES to DataToken - Bxor * M4 ) unique encryption

. key for Listener #4
serial output at on | varB - |
B send as ASCII

J

secured by “direct connection” approach
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Completed

Example Project 4.2b

Receiving a Data Token (8bit XOR decryption)

s Construct the code below and download to each of the
“Listeners”, one at a time

Note: since each “Listener” has a unique decryption key,
the each get special code

= When powered up, all 3 “Listener” LEDs should glow green

Listener #1

1 ExpectedToken - o0 34 | 3) **unique “key"] -1 ExpectedToken - 1)

| 1 *x%x H w "
1 KeyCode - 15 = : "1 KeyCode - NI 2; unique “key ]
: **decryption

| serial in at on 61 varB - |
B receive as ASCII

e I or - Yo - T KeyCode ]

\‘
/. + -\
= )
B

Listener #2 Listener #3

== ExpectedToken - 10
221 KeyCode - [*NN 41

**unique “key" ]

" serial in at RZEED on [OKED to (C
B receive as ASCII

EEY vars - NN e o - T KeyCode - |
(o]t = - [fvar8 - |

| serialin at on ] varB - |
B receive as ASCII

e LT or5 - Jor - B KeyCode ]

o] if = - M vak - |
then set SnapCPU20 RGB LED to

B (= - I varB - }

then | ﬂ set SnapCPU20 RGB LED to then | ﬂ set SnapCPU20 RGB LED to
8 —

else | ﬂ set SnapCPU20 RGB LED to else [ ) set SnapCPU20 RGBLED to else | ﬂ set SnapCPU20 RGB LED to
— -3 s

= ]
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&M bout XOR... L
ore abou h

= XOR is a very useful Boolean function that
was discussed in KodeKLIX Project Guide
Book 2, chapter 3

= 8-bit XOR Encryption example
Data=01100011 (99)
Key=01010101 (85)
Encoded=0110110 (54)

= 8-bit XOR Decryption example

Data=0110110 (54)
Key=01010101 (85)

Decoded=01100011 (99)
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_Data Protection =g

= With an ever-increasing need to protect
information, systems are improving how
data is protected

= More and more, secondary and even
tertiary levels of protection is used in
addition to encryption including MFA
(multi-factor authentication)

= One method is hardware keys in addition
to software keys; this may be in the form
of a key switch, USB dongle or RFID card

®
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Completed

2.9

Example Project 4.3a

(:": Transmitting a Data Token (8bit XOR encryption + MFA)

= Assemble the snap components as shownin O
circuit 4.3; remember to connect +/- power to
each SnapCPU. The switches [15] are the
hardware key in this project

= The “Talker” SnapCPU code is the |

start same as project 4.2a
21 DataToken = J* ' Encription Key is simply the connection number
: eg C.1 key is 1, C.2 is 2, C.4 is 4

set (EIERS to DataToken - l | XOr * |
: **unique encryption

serial output at {[CZZITED on (L) key for Listener #1
@ send as ASCII J

set (ETERD to DataToken - Jxor - [N 2} **unique encryption

e key for Listener #2
serial output at on varB - |
B send as ASCII

set (ZIEED to DataToken - | (xor - Jil 4] '
serial output at (EEUES on (XE3 (ZCE3

. send as ASCII **token is sent by separate wires, so Always remember to power up all SnapCPUs!
secured by “direct connection” approach
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Completed

Example Project 4.3b

Receiving a Data Token (8bit XOR decryption+MFA)

s Construct the code below and download to each of the
“Listeners”, one at a time

= When powered up, “Listener” LEDs glow green only when
hardware switch [15] is also in the "ON" position

= The switch is the second key; a hardware key

Listener #1 Listener #2 Listener #3

start start

L2l ExpectedToken ~ RG]
= xR, nl () "

¥ ey Coe - LRRL 2 unique “key ]

\‘
s \
B 2
oz

““| ExpectedToken - 1 **unique “key" ] P ExpectedToken * 1)
E=1 KeyCode - |8 =21 KeyCode - LN 2] **unique “key" ]

**decrypt
only if
serial in at QEEUES on (e M switch ON
B receive as ASCII
if input N on - |

then tetmmw

" serial in at [EEIED on SV
B receive as ASCII
if input Y on -
= tet [varB - B9

B receive as ASCII
if input is IR
then tet [varB - 1)

B ExpectedToken - J = - 1] varB - |

then [ ﬂ set SnapCPU20 RGB LED to
Sy

EINRT oectedioken - B = - IR vare - §
then ﬂ set SnapCPU20 RGB LED to
—

BN veciedioken - B= * 1N vaE - }

then [ ﬂ set SnapCPU20 RGB LED to
—

else | ﬂ set SnapCPU20 RGB LED to else | ﬂ set SnapCPU20 RGB LED to
— —

else [ ﬂ set SnapCPU20 RGB LED to
—

U

KopelLIX" o copLin 2017-2025 www.kodeKlix.com Page 39




Completed

Example Project 4.4a

(:": Transmitting a Data Token (8bit packet encrypt|on + MFA) |

= Assemble the snap components as shownin O
circuit 4.4; remember to connect +/- power to
each SnapCPU. This time the one data connection
is shared to all the “Listeners”

= Construct the "Talker” code below
. and download to the SnapCPU

=4 DataToken = §6]

2.9

een tran n packets is used to

3 1] Second(s) -

. : = **unique encryption
e il Dataoken Jhor - key for Listener #1

s-(-_:'fialompulaton ‘varB - | All terminals are connected to C.1
@ send asASCII but only can interpret the data with

their Key Code 1, 2 or 4
A - LA Second(s) - |

- )
. : = *Kk i d
set (EERS to DataToken - Jxor * | unique encryption

D key for Listener #2 |
serial output at (ZENNE on [varB -
@ send asASCII

2 1] Second(s) -

\
**unique encryption

. _ € Circuit 4.4
set (EEE to _'Eﬂ o key for Listener #4

serial output at (EZEES on [FKIE

[
. . send as ASCII **token is sent three times, each Always remember to power up all SnapCPUs!
time with a unique encryption key
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Completed

Example Project 4.4b

q"’ Receiving a Data Token (8bit packet decryption+MFA)
= The “Listener” code is the same as project 4.3b

Note: since each “Listener” has a unique decryption key; they
each get special code

= When powered up, all 3 “Listener” LEDs take turns to glow green
and only do so when they receive the specific data packet

Listener #1 Listener #2 Listener #3

start start

L2l ExpectedToken ~ RG]
. *% . ) "

2T eyCode - N0 4] MiEEE 2y ]

B¢

““| ExpectedToken - 1 **unique “key" ] P ExpectedToken * 1)
E=1 KeyCode - |8 =21 KeyCode - LN 2] **unique “key" ]

**decrypt

only if

' serial in at EZZI0ED on (7K "Il switch ON
B receive as ASCII

if input is CHED
then tet varB - 1

" serial in at [EEIED on SV
B receive as ASCII
if input Y on -
= tet [varB - B9

B receive as ASCII
if input is IR
then tet [varB - 1)

NI oectedToken * B = - IR vart - )
then [ ﬂ set SnapCPU20 RGB LED to
—

EINRT oectedioken - B = - IR vare - §
then ﬂ set SnapCPU20 RGB LED to
—

BN veciedioken - B= * 1N vaE - }
then ﬂ set SnapCPU20 RGB LED to

else | ﬂ set SnapCPU20 RGB LED to else | ﬂ set SnapCPU20 RGB LED to
— —

else [ ﬂ set SnapCPU20 RGB LED to
—

U
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Real World Data Protection'iﬁ

= Project 4.4 represents a simplified version
of how the Internet works

= Information is constantly being delivered
over the data lines

= The information is delivered in packets,
each wrapped in its own key unique to
the recipient

= The packet is meaningless without the
correct decryption and access keys

®
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Extra Data Challenges

More Hardware Key Encryption

= Using the circuit in project 4.4 replace one
of the switch [15] keys with an RFID [61]

= Use the one RFID token’s ID number as a
software decryption key and send data
from the talker using that encryption key

= After 10 packets of data are recieved,
reset and wait for a new RFID token swipe

®
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Cyber Security ) (-

)
= Cyber security brings together -
many of the elements discussed already in
this project guide for the purpose of
protecting networks and data from
malicious attack and damage

= For the purpose of demonstration, example
projects in this chapter are based on the
example attack by a ‘hacker’ on a ‘bank’

= As the ‘hacker’ improves their methods the
‘bank’ improves its cyber security

N0
T

®
HKobEKLIX ™ © copLn 2017-2025 www.kodeklix.com Page 44




4 Example Project Model <& ®

will provic
validated
a If the ban

= Between valid users the bank
e free-flowing information
Dy a password

K detec

LA

"ng Slo

:ﬁ

's a hacker, it blocks the

transfer of information

S
<« <«
0\

v
.

®
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Completed

=540

(e Example Project 5.1a
o

Password Spoofing (the Bank)

= Assemble the snap components as shown in circuit 5.1;
remember to connect +/- power to each SnapCPU

= Construct the code below and download to the “"Bank” SnapCPU
= Code for the “Hacker” is on the next page

: **secret **peceived
turn output | Off + | “password" “codeword"

serial in at GEZ00ED on

B receive as ASCII
OF 88 o = - [ FPwo -]
then | tumn output (KD KD
t § set SnapCPU20 RGB LED to

else | tum output (CKIED KD
t' set SnapCPU20 RGB LED to

Circuit 5.1
_ **Bank LED glows green if password Always remember to power up all SnapCPUs!
matched, else glows red

®
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Completed

Example Project 5.1b

Password Spoofing (the Hacker)

= The Hacker’s keyboard is simulated using the varistor [53];
sliding it up or down results in a different codeword being sent
to the bank using the serial link

= When the hacker finds the right codeword, the bank is unlocked
when the SnapCPU LED changes glows green

**the PWD guess is

ranged by dividing by
' : - 10 to reduce the

set to PWD - | (10 ] possible number of

codes available

serial output at (EEED on BFE KD ~24 B
@ send asASCII \[**PWD sent to ] [ ©

: bank by serial
finput (2D s X network
then Lﬂ set SnapCPU20 RGB LED to

ead analogue [ 5

else [ﬂ set SnapCPU20 RGB LED to

**Bank LED glows green if password

S|
matched, else glows red

Always remember to power up all SnapCPUs!
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r-o
= If cyber security is poor a hacker —
may guess the password after enough
attempts

= In example 5.1, you can easily find the
password after sliding the varistor setting

= In example 5.2 the Bank gets wise to this,
implementing a 5 second lockout after 3
incorrect password attempts

= The hacker has to try and beat the system!

Password Spoofing

N0
T

®
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Completed

Example Project 5.2

S Password Spoofing (Bank TimeOut delay)

= Start with assembly of snap components as shown in project
circuit 5.1; remember to connect +/- power to each SnapCPU

= Construct the code below and download to the “"Bank” SnapCPU
= The “"Bank” now implements a 5 second timeout after 3 attempts

: **secret else | tumn output off - |
set fo | §E . " =
[ES) - ﬂ set SnapCPU20 RGB LED to
=8 Attemps - 0 ' “received
m “codeword" [ -
turn output (KD Cild | increase EIEUIERS by | D
ver i} i hree ORI Attemps - [ = - ]3]
serial in at an to m ah‘empfs, then ﬂ set S[‘IEPCPUQ{] RGB LED to .

@ receive as ASCII 9 ST
timeout is

or | . | - invoked! 0 L5 )| Second(s) -

then | tum output (S NI | o emps - TR 0
ﬂ set SnapCPU20 RGB LED to

B¢

| ﬂ set SnapCPU20 RGB LED to
set to| @] -

| —

**Bank LED glows green if password
matched, else glows red

KobelLIX" o copLn 2017-2025 www.kodeklix.com Page 49




Completed

g Example Project 5.3

q'_,J Password Spoofing (Hacker tries again)

= The previous “Hacker” circuit and code sent data so fast, the
“Bank” was in constant “Timeout” delay. Time to upgrade!

= Assemble the snap components as shown in circuit 5.2 and
download updated code to the “Hacker” SnapCPU

= The changes mean that codeword attempts are onIy sent when
the mini-button is pressed. Try it out!

2.9

without button press

** codeword is “zero" ]

then [ serial output at GZEIES on (CFED | .
@ send as ASCII 2) Press to
~ send codeword

p:;usefor ﬂﬁ” ms

if input ] on - |
then L set SnapCPU20 RGB LED to

1) Slide
to set
codeword

(@)
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Circuit 5.2

else [ set SnapCPU20 RGB LED to

Page 50
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Brute Force Methods

N0
T

= In project 5.3 the hacker had to
manually ‘guess’ the passcode

= A smart hacker would use their computer
to do the guessing; usually in a loop until
the code gets cracked

= This is the simplest brute force method
of a cyber attack

= The computer scans for all possible codes
= Adapts for counter measures, eg lockouts
= Checks for the successful system access

®
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Completed

o 1O

28 Fxample Project 5.4
2

Password Spoofing (Hacker gets smarter)

= The “Hacker” is lazy and so writes new code which automatically
sends codeword guesses until it succeeds.

= This code update (below) is download to the “Hacker” SnapCPU
= Snap components circuit 5.1 or 5.2 can be used again.

T C 4 - fY on -
start —
**|oop automatically sends then ﬂ set SnapCPU20 RGB LED to
set L O |

codewords, over and over...

-

EEY attempts - R0 =S

the DEBUG

set ETTTRS o D
- _ = | attempts -+ |
serial output at (EENIED on (58 K *OT::C";"*S . :
._S'E"d asASCI stats are | set [ITED to ime Timer is only approx.
sent over b
pause for L) ms Pause is needed v

| ﬂ set SnapCPU20 RGB LED to

- stop this task
**LED glows green and Hacker stops

if password matched, else glows red

**delay is to let
Bank receive and
process out guesses

else ".ﬂ set SnapCPU20 RGB LED to
—

increase ENCIIEERS by | (D
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Completed

Example Project 5.5

Password Spoofing (Bank’s last chance)

= The “"Bank” upgrades its policy:

= if 5 second lock-outs are trigged 4-times, then the Bank network is in
lockout mode and the police are called.

= Code is updated (below) and downloaded to the “"Bank” SnapCPU

= Snap components circuit 5.1 or 5.2 can be used again.

else | tum output PEIE k3
set [EIEES to ﬂ set SnapCPU20 RGB LED to

set (ICUER o | [ increase [EICINERS by | €D

\‘
/. + -\
= )
B

(+q check_lockout
increase by | ED

(] if

then

=Y lockout - ENM0] CGRA Attemps -l = - I3 ]
turn output [Z5E3 CLED then | E set SnapCPU20 RGB LED to [l

[ ﬂ set SmapCPU20 RGB LED to

' serial in at QZENES on (FED o (ELE3 n "ETe - M 5 ) Second(s) - |

B receive as ASCII
(=] it = -
then | tum output CEIES CIED
E set SnapCPU20 RGB LED to \_ca” check_lockout

. ﬂ set SmapCPU20 RGB LED to

set o [ (@
- E set SnapCPU20 RGB LED to

**after 4 timeouts, the Bank decides its under

set LN O '
threat and goes into LockOut mode
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